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JPL Flight Software (FSW)
Seminar

Special thanks to Rajeev Joshi

• Chief Engineer for Flight Software and Avionics Systems
• Laboratory for Reliable Software (LaRS)
• Member of flight software development teams for several JPL missions 

including: Europa Clipper, Mars 2020 Rover and Mars Science Laboratory
• Most seminar material is provided from his “CS Theory in Practice” course 

taught as part of the Flight Software Certification series at JPL
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Agenda

• Flight Software and Avionics Systems (Section 348) Overview
• Intro to Flight Software (FSW)
• Flight Software Services

– Commanding
– Telemetry
– Uplink
– Downlink
– Health

• Execution Platforms
– Hardware
– No Operating System / Bare Metal
– Real-Time Operating System (RTOS)

• Threads
– Concurrent Programming
– States
– Scheduling

• Scheduling Schemes
– Preemptive scheduling
– Priority Preemptive scheduling

• Thread Synchronization
– Interference
– Atomic Operations
– Race Conditions
– Shared Resources
– Mutual Exclusion
– Interrupt Locking
– Semaphores

• Mars Pathfinder Priority Inversion Problem
– What Happened
– Priority Inversion Explained
– Handling Priority Inversion
– Programming Considerations with Semaphores

• The Producer-Consumer Problem
– Scenario/Limitations Explained
– Shared Bounded Queue

• Using 1 semaphore
• Using 3 semaphores

• Message Passing
– Thread communication
– Example application in a state machine
– Issues in Message Passing
– Pure Message Passing
– Sharing a Resource with Message Passing

• The Sol 200 Anomaly
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Section 348: Flight Software and Avionics Systems

Requirements & 
Design

Development

Integration & 
Test

Delivery

Software
• Mars Rovers

• Mars Exploration Rovers
• Mars Curiosity Rover

• Earth Orbiting Missions
• Soil Moisture Active Passive
• NASA-ISRO SAR Mission (Planned)

• Deep Space Missions
• Europa Clipper (Planned)

• Cassini

• Cubesats
• ASTERIA
• Lunar Flashlight 
• Near Earth Asteroid Scout
• Mars Helicopter Technology Development

Real-Time Embedded Software
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Intro to Flight Software (FSW)

• How is FSW different from any other software 
application?

• Hard real-time vs. soft real-time
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Intro to Flight Software (FSW)
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Source: Real-Time Embedded Components and Systems, Sam Siewert, 2009 7

A real-time service provides a transformation of inputs to outputs in an 
embedded system to provide a function 

Release Release
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Flight Software Services

• Commanding
• Telemetry
• Uplink
• Downlink
• Rate Groups
• Instrument/HW Interfaces
• Health Monitoring 
• Spacecraft Time
• Fault Protection
• Memory/Data Management
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Commanding

Command Service
- Individual components register command opcodes 

at initialization

- Upon receiving a command, the command task 
dispatches it to the target service for execution

- Command target service sends a response back to 
the command task upon completion

How is data passed from one task to another?
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Telemetry

Telemetry Service - Individual components assigned a range of 
telemetry IDs

- Components report telemetry/events to the 
telemetry/logging service

- Telemetry task reads reported telemetry entries 
and packetizes them for downlink and/or storage

How is data passed from one task to another?
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Uplink

- Radio service reads data out from 
hardware buffer and performs 
packet validation

- Uplink component parses the data 
packet to determine data type and 
passes it to the respective data 
handling component

Command Service

File Uplink Service

How is data passed from one task to another?
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Downlink

- Telemetry and file downlink packets 
are sent to the downlink task for 
filtering and packetzation

- Downlink task send packetized data 
to the radio task for downlink. 

- Data volume flow control must be 
implemented

Telemetry Service

How is data passed from one task to another?

File Downlink Service
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Execution Platforms

• Embedded Microcontrollers/Microprocessors

• Radiation tolerant hardware

• Memory, Performance, I/O bound
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Execution Platforms

• No operating system 

– Cyclic executive

– Can perform all tasks in a cycle before deadline 

– Simple I/O interfaces

– Single-threaded
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Execution Platforms

• Operating system (RTOS) 

– Scheduling of services

• Priority preemptive scheduling

– Complex I/O interfaces

– Multi-threaded
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